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—— Abstract

Fully Homomorphic Encryption (FHE) is a form of encryption that allows computation on ciphertexts,

generating an encrypted result that, when decrypted, matches the result of operations performed
on the plaintext. This property enables secure data processing in untrusted environments, such as
cloud computing, where sensitive information can be manipulated without exposing it to potential
threats. FHE has significant implications for privacy-preserving computations, secure multi-party
computations, and various applications in fields like healthcare, finance, and data analytics. The
development of efficient FHE schemes remains a challenging area of research, with ongoing efforts to
improve performance and reduce computational overhead.
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1 Introduction

Imagine you are stationed in Goa, but you need to query sensitive information from servers
in Delhi. Two key privacy concerns immediately arise:
Eavesdropping in transit — You don’t want anyone spying on your query or its results as
they travel across the network.
Compromised servers — Even if the server in Delhi is hacked, you still want your query
and its results to remain secret.
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The first problem is familiar and can be handled with standard public key encryption. You
encrypt your query with Delhi’s public key, they decrypt it with their private key, process
it, and send the response back encrypted with your public key. Only you can decrypt it.
This protects against eavesdropping during transmission. Encryption schemes like RSA and
ElGamal work this way. However, some of these schemes are are vulnerable to quantum
attacks. In the post-quantum era, we’ll need new cryptographic tools. In this writeup, we’ll
explore one public key encryption scheme that is believed to be secure even against quantum
adversaries. Additionally, it also solves the second issue.

The second problem is trickier. If the server itself is compromised, the attacker can see
your query and its results. One option is to keep all the data encrypted on the server, but
then every time you want something, the server would have to send the entire database to
you. Clearly, that’s inefficient and impractical.

So here’s the crazy question researchers asked: What if the server stores the data in
encrypted format and could also process data without ever decrypting it? Imagine sending an
encrypted query to the server, which then performs the computation directly on encrypted
data, and returns an encrypted answer. You decrypt the result locally, and abracadabra —
you get the answer, while the server (or an attacker controlling it) never sees the actual data
Or your query.

This is exactly what Fully Homomorphic Encryption (FHE) makes possible. With FHE,
you can run all kinds of computations on encrypted data — from simple yes/no queries
like “Has my funding been approved?” to complex machine learning tasks like fingerprint
matching. The possibilities are vast, and the implications for privacy and security are
revolutionary. In particular, one can imagine a world where all data will be stored on servers
(offcourse encrypted) and office/home processors will only be doing encryption and decryption
while communicating continously with the server. Offcourse, there is a long way to go. In
particular, making FHE fast and practical is the challenge.

The concept of homomorphic encryption was posed by Rivest, Adleman, and Dertouzos
[11] in 1978. However, it wasn’t until 2009 that Craig Gentry, a Ph.D. student then, presented
the first plausible construction of a fully homomorphic encryption scheme [5]. Gentry, not
only provided an FHE scheme but also gave a blueprint for constructing FHE schemes. Since
then, numerous FHE schemes have been proposed, and there has been significant progress
in making FHE simpler and efficient (see [8] for the history). However, an idea of Gentry,
bootstrapping, remains the only idea to achieve FHE from somewhat homomorphic encryption
schemes. Along with Zvika Brakerski and Vinod Vaikuntanathan [1, 2], Gentry won the
Godel prize in 2022 for their contributions to the field of FHE. In this presentation we will
present a simple FHE scheme due to Gentry, Sahai and Waters [6]. For practical application,
however, there are more efficient FHE schemes [3].

2 The Setting

At its core, cryptography is about hiding information so that only the intended person can
read it. The basic trick is to take a readable message (called plaintext) and scramble it
into an unreadable form (called ciphertexzt). Later, someone with the right “secret” can
unscramble it back to the original message.

Different systems have been invented to do this. Famous ones include RSA [12], ElGamal
[4], etc. Each uses clever mathematics to make sure that while it’s easy to scramble (encrypt)
and unscramble (decrypt) with the proper secret, it’s practically impossible for an outsider
to reverse the process without the secret.
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2.1 Encryption schemes

There are two main styles of encryption.
Symmetric key encryption — Here the same secret key is used for both encrypting and
decrypting. It’s fast and efficient, but there’s a catch: both parties need to somehow
share the key in secret first. This is like having one master key that both of you must
carry. The other type of encryption is called public key encryption. We will describe it in
detail.
Public key encryption — This encryption system solves the key sharing problem of
symmetric key encryption. There are two keys, a public key and a private key. As the
name suggests, the public key is public and known to everyone. The private key is secret
and known only to the owner of the key pair. A user can encrypt a message using the
public key. Only the owner of the private key can decrypt the message. Think of it like
putting a letter in a postbox. Only the postman who has the key can unlock and retrieve
the letter.
Note that, in modern cryptography, we assume that everyone knows the encryption and
decryption algorithms — the only thing kept secret is the private key. This transparency is
actually what makes the systems strong, since their security depends on hard mathematical
problems, not on keeping the method hidden.
We will now formally define fully homomorphic encryption.

2.2 The Fully Homomorphic Encryption scheme

A public key FHE scheme is a tuple (KeyGen, Enc, Dec, Eval) of four algorithms. The first
three algorithms are the same as in a public key encryption scheme. The fourth algorithm,
Ewval, allows for computations on ciphertexts. Let P be the plaintext space and C be the
ciphertext space.
Key Generation, KeyGen(1¥) — (pk, sk, ek): This algorithm takes as input a security
parameter k - a measure of how secure the system should be. The larger the value of k,
the more secure the system is. Based on this parameter, the key generation algorithm
generates a public key (denoted by pk), a private key (denoted by sk), and an evaluation
key (denoted by ek). The public key is used for encryption, the private key is used for

decryption, and the evaluation key is used for performing computations on ciphertexts.

The security parameter k is a measure of the security of the system.

Encryption, Enc(pk, i € P) — C: This algorithm takes a plaintext and a public key as
input and outputs a ciphertext.

Decryption, Dec(sk,ct € C) — P: This algorithm takes a ciphertext and a private key as
input and outputs a plaintext that satisfies the following correctness property:

Dec(sk, Enc(pk,p)) = u, VueP

Evaluation, Eval(ek, f, cty,cta, ..., ct;) — C: This algorithm takes as input an evaluation
key, a function f:P" — P, and ¢ ciphertexts cty, cto,. .., ct;. It outputs a ciphertext ct s
such that the following correctness property holds:

Dec(sk, Eval(ek, f,ct1,...,cty)) = f(p1,...,ue) where p; = Dec(sk,ct;) fori=1,... ¢t

The evaluation algorithm allows for computations on ciphertexts without decrypting
them. This is the key property of FHE.

We now introduce the required mathematical tools.
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3 Mathematical tools

3.1 Notations

Let g be a modulus (an integer) and Z, = {0, 1,...,¢— 1} denote the ring of integers modulo
q under the operations addition and multiplication modulo ¢. Let Zi denote the set of all
column vectors of size n and with elements from Z;. For a vector s € Zy, we denote by sT
the row vector that is the transpose of s. Let fo” denote the set of all [ X n matrices with
elements from Z,.

Consider a matrix A and a vector b. We denote by (A | b) the matrix obtained by
appending b as the last column of A. We denote by (A, b) the matrix obtained by appending
b as a new row to A.

(A | b) n= A b and (A, b) =

» Example 1. We have u=(1,2), v = (u,3), w = (—1,0, 1), represent the column vectors

1 1 -1
u:<2>,V= 2] andw=1] 0 |,
3 1

x = (1 | 2) represents the row vector x = (1,2),

Az(u|2u|3u)=<; i 2)and(A|(5,0)):<; j 2 g)

3.2 Learning with errors (LWE) assumption

Let A € Zqu" and b € Zfz. Gaussian elimination can be used to solve the system of linear
equation As = b ( mod ¢). In other words, in polynomial time we can find the solution s.
However, if we add some noise to the equations, the problem becomes very hard. Find s and
e given A and b such that

b=As+e, whereec |4, /3] isasmall noise vector and 8 < q.

It is believed that finding an “approximate” solution to a system of linear equations is
difficult even for quantum computers. Furthermore, it is hard not just in the worst case, but
in the average case too. This problem is called the Learning With Errors (LWE) problem
introduced by Regev[9] for which he won the Godel prize.

We say that a distribution is S-bounded if the probability of sampling an element outside
the interval [—f, 5] is negligible. Let us now formally define the LWE assumption.

» Definition 2 (Learning with errors (LWE) Assumption [9, 10]). For any n, there are
qg=-exp(n), Il = (n+1)logq, 8 > w(logn)y/n and a S-bounded probability distribution x
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over Zgq, such that for any probabilistic polynomial time distinguisher D, the following two
distributions are indistinguishable' for D:
D is given samples of the form (A | As + e) where A £ ZZX”, s & Zy, and e £ Xt
D is given samples of the form (A | u) where A £ ZQX" and u <& Zfl.

That is, the following two distributions are computationally indistinguishable (denoted by é)
R ixn R n R £ R sixn R 1
{(AlAs+e) | A—Z " s Zy,ec—x} = {(Alu)|AZ " u Z,}

The above assumption implies that a probabilistic polynomial time adversary (given A € fo”
and u € Zg) cannot distinguish whether u is a random vector or it is of the form As + e for
some unknown s and small error vector e € x'. In short, the LWE assumption is equivalent
to the statement that it is hard to find s.

We can briefly discuss the parameters in LWE assumption. This assumption is believed
to be true also for ¢ that is polynomial in n (with a slightly weaker reason). The restriction
on [ is very little. More or less any | > n that is polynomial in n works. The probability
distribution x is assumed to be a Gaussian distribution centered at 0 and tapers off before
reaching +/. For more details about the parameters see Regev [10].

3.3 Leftover hash lemma
We will require the following lemma to prove the security of our cryptosystem.

» Lemma 3 (Leftover hash lemma [7]). The following two distributions are statistically
indistinguishable.

{(ARA) | A &z RE {0,137} & {(A,B) | A & zbn B & 7rxmy

Given a matrix A and a row vector v, the leftover hash lemma says that it is hard to
identify if v is a random vector or if v is got by adding some rows of A. More generally,
if we take a matrix A and multiply it with a random binary matrix R on the left (thereby
taking random {0, 1} linear combinations of the rows of A), the resulting matrix RA is
statistically indistinguishable from a truly random matrix B. Statisticaly Indistinguishability
is a stronger notion than computational indistinguishability. It means that no adversary,
even with unbounded computational power, can distinguish between the two distributions
with a non-neglible advantage.

4 A Fully Homomorphic Encryption Scheme

We now give the Gentry-Sahai-Waters (GSW) fully homomorphic encryption scheme. The

scheme is based on the LWE assumption. We first give the KeyGen, Enc and Dec algorithms.

We then show how to perform homomorphic operations on ciphertexts. Finally, we prove the
security of the scheme.

4.1 GSW encryption scheme

The GSW encryption scheme is a public key encryption scheme. The message space is {0,1}
and the ciphertext space is Zflx(nﬂ) for parameters g,n and { = (n + 1) logq. The scheme is
as follows:

! Formally, indistinguishable means the probability that D correctly identifies the sample from the first
Item is at most 1/2+€ for an € less than any 1/polynomial.

XX:5
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KeyGen(1%) — (pk, sk):
Let n = k, ¢ be a modulus, I = (n+ 1)logq, and x = [-8, 8] C Z, be the error
distribution for a 8 < ¢/4 as given by the LWE assumption.
Generate:

R R R
ey, s« Zy, and B & Zqun.

and let A = (B | Bs' +e) € 22" and s = (—s,1) € Z"HY.
q q

A= B Bs' +e , and su=|-¢

Public key, pk = A.
Secret key, sk = s.

Intuition: One should think of each row of A as an encoding of the bit 0 (with a
small noise e). The bit 1 will be a “shift” of this encoding. Note that, from the LWE
assumption, the distribution of A is indistinguishable from a truly random matrix and
hence an adversary cannot identify the secret key s.

Enc(pk = A, p € {0,1}) — Z"+.
Generate: R <- {0, 1},
Ciphertext,

C =RA + uG

! 1) . . .
where G € Zg* (+1) g a fixed error correcting code matrix.

Intuition: As we noted earlier, each row of A is an encoding of the bit 0. A row of R
takes a random {0, 1} linear combination of rows of A. This linear combination is another
encoding of the bit 0. Thus RA consists of | rows where each row is an encodings of the
bit 0. Due to the leftover hash lemma, one cannot distinguish RA from a truly random
matrix. This gives us an encoding of bit 0 that “looks” random. To encode bit 1 we add
G to RA. Since RA “looks” random so does C. Thus, an adversary cannot identify if C
encodes bit 0 or bit 1. How do we get back the bit if we know the secret key? We see that

RAs = B Bs' +e ] =-Bs'+Bs' +te=¢e
1
and therefore
Cs = uGs +RAs = uGs +e (1)
For t = Gs, we have
if p=0,

Cs=uGs+e=put+e= ©
t+e ifp=1.
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Since e € [-f3, 3], for a small B < q/4, we can distinguish between the two cases for
. Since s is picked uniformly at random from Z,, for suitable matrices G, with high
probability at least one entry of t is not in [—/3, 8]. This leads to the decryption algorithm.

Dec(sk =s, C) — {0,1}:
Generate: t = Cs.
If t € [—q/4,q/4]", return bit 0.

Otherwise, return bit 1.

4.2 Security of GSW

We first argue why GSW is a public key encryption. We show that no probabilistic polynomial
time algorithm can distinguish between an encryption of bit 0 and an encryption of bit 1
with a non-neglible advantage. In other words, we need to show that

Enc(pk,0) ~ Enc(pk,1).

This will ensure that GSW is CPA-secure - a security measure that is widely used. It suffices
to show for € {0,1}

Enc(pk, i) ~ {C | C & z,x+D}
since it will follow that
Enc(pk,0) = {C| C & 7,V £ Enc(pk, 1).
Let € {0,1}. From the LWE assumption, we have
B|lu) ~ (B|Bs+e) =A

where B <& ZZX”, s & Zy, e £ x!, and u £ Zé. That is, A = (B | Bs' + e) is
computationally indistinguishable from (B | u) where u is a random vector. Therefore RA is
computationally indistinguishable from R(B | u) for any random matrix R. From leftover

hash lemma, we have
RB|u) ~ C

where C <& ZZX(nH) and R <& {0,1}"*!. That is, R(B | u) is statistically indistinguishable
from C for any random matrix C. In other words, R(B | Bs’ + e) is computationally
indistinguishable from a random matrix C. Therefore, a probabilistic polynomial time
algorithm “sees” RA as a random matrix. It looks random even if we add G (no matter
which G) to it. To summarize, our argument.

R(B|Bs +e)+uG ~ RB|u)+uG ~ C

This concludes our argument that GSW is CPA secure.
Before we show why GSW is a fully homomorphic encryption scheme, let us fix G.
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4.3 Finding the appropriate G

To show that GSW is an FHE it suffices to show that it can work over any boolean circuits.
Without loss of generality, we can assume that a boolean circuit consists only of negation
and AND gates.

Let C be a ciphertext encrypting bit u. The beauty of GSW encoding is that, the secret
key s is an approzimate eigen vector of a submatrix C’ of C. The corresponding eigen value
is the hidden message u. That is,

C's=pus+e for asmall error e € [, §]'

Note that, exact eigen values can be identified through various numerical methods. However,
the approximate eigen vector problem turns out to be quite difficult to solve - just like solving
approximate linear equations (the LWE problem). GSW'’s observation is that, this property
holds over addition and multiplication of ciphertexts. To see this, consider two ciphertexts
C; and C; encrypting bits p; and ug respectively. Let C} and C) be the corresponding
matrices such that Cis = p;s +e; for i = 1,2. Then,

(C} +Ch)s = Cis+ Chs = (u1 + pa)s + (e1 + e9)
(C1Cy)s = C(Cys) = C)(u2s + e2) = pa(p1s + e1) + Crea = (p1p2)s + (uzer + Cleg)

In both the above equations, the error has increased. However, in the case of addition, the
error has increased only by a small amount. In the case of multiplication, the error has
increased by a large amount and hence we may not be able to distinguish between the two
cases i = 0 and p = 1 during decryption. This is because of the term Cjes. If we can ensure
that this term is small, we can perform homomorphic operations on ciphertexts. The neat
trick of GSW is to do the same thing but use a different matrix than C| during multiplication
and ensure that the error remains bounded. Now, for all this to happen, we need to fix the
matrix G.

1
21
210gq—1
1
G = e Z ") where I = (n+1)logq
2logq—1
1
210g q—1

Let us try to understand G. Any a € Z, can be decomposed into its binary representation.
That is, there are bits bo, b1, ..., biogq—1 € {0,1} such that

a= bo]. + b121 toee b10g4*1210gq71 = (b07 blv ) blog(I*l)T(la 21, ey 2logq*1)

For any a € Z, let BitDecomp(a) = (bg,b, .. .,blogq_l)T € {0,1}!°8% denote the binary

decomposition of a. Recall that (1,2,...,2!°8971) is a column vector of length log ¢ according
to our notation. Hence BitDecomp(a)T(l7 2,...,208971) = g,
We can extend this to vectors. Consider the vector a = (ay,as,...,a,41) € Zq(”H) and

let the binary decomposition of a; be the vectors b?. Then BitDecomp(a) = (b!,... b"Th).
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Then, we have that BitDecomp(a)'G = a.

1
21
210;(.1—1
1 “
1_ (3l 1 T 12 1 _ | @
(b'= (0. by )T B2 . b)) _
210g qg—1
anJrl
1
210.g.(.1—1
We can further extend BitDecomp to act on matrices. For a matrix D € Zéx("ﬂ), let

BitDecomp(D) be the matrix obtained by replacing each row of D by its binary decomposition.
Then, we have

BitDecomp(D)' G =D  for any matrix D € ZZX("H). (2)

The above equation will play a crucial role for us. Another important property of Bit Decomp(D)
is that it is a binary matrix. That is,

BitDecomp(D) € {0,1}'*!  for all D € Z!*("*+1). (3)

We will see that this ensures the errors are not blown up during homomorphic operations.

Earlier we said that there is a submatrix C’ of the ciphertext C such that the secret key
s is an approximate eigen vector of C’'. Look at the (n + 1) rows of G that contains only 1
and the rest all 0s. That is to rows numbered 1,logq,2logg,...,(n+ 1)loggq. Let C’ be the
restriction of C to these rows. Then

C's=uG's+e =ps+¢

where G’ and €’ are the corresponding restrictions of G and e to those rows. Note that
G's = s, since G’ is the identity matrix. Thus s is an approximate eigen vector of C' with
eigen value pu. The beauty of GSW is that it can ensure approximate eigen vector property
is preserved under homomorphic operations without blowing up the error.

4.4 Homomorphic operations

Any boolean circuit can be constructed using only Negation and AND gates. Hence, it
suffices to show how to perform homomorphic encryption over circuits with Negation and
AND gates. Usually, for evaluating functions in FHE, we use an evaluation key. However,
GSW does not require an evaluation key for “shallow” depth circuits. We first see how to
evaluate such circuits and then using Gentry’s bootstrapping idea, we lift this evaluation to
arbitrary depth circuits.

Let us now give an inductive evaluation of shallow depth circuits.

Eval(Negation, C): Let C be a ciphertext encrypting bit u. We want to compute a

ciphertext C,,.4 encrypting bit 1 — p.

Cheg =G -C
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To see C,eq encrypts 1 — u, note that
Cregs=(G—-C)s=Gs— (uGs+e)= (1 —pn)Gs—e

The above equation preserves the error bounds since —e € [/, 8]'. Thus Chey is a valid
ciphertext encrypting bit 1 — pu.

Eval(AND, Cq,Cy): Let C; and Cs be ciphertexts encrypting bits uq and o respectively.
We want to compute a ciphertext C,, 4 encrypting bit 1 A us.

Cand = BitDecomp(Cq)Cs
To see Cgpq encrypts pg A p2, note that

Canas = BitDecomp(C1)Cas = BitDecomp(Cy)(u2Gs + e2)
= pe BitDecomp(C1)Gs + BitDecomp(Ci)es
= 15Cys 4+ BitDecomp(Cy)es = pa(u1Gs + e1) + BitDecomp(Cq )es
= (1 A p2)Gs + (pzer + BitDecomp(Cy)es)

The above equation preserves the error bounds uge; + BitDecomp(Cq)es € [—15— 5,16+
B! since BitDecomp(Cy) is a binary matrix of width . Thus C,,q is a valid ciphertext
encrypting bit p; A pe as long as (1 +1)8 < ¢/4.
Eval(f,Cq,Cs,...,Ck) where f is a depth d circuit: The worst case scenario is when
there is a series of d AND gates. We can still retrieve the message if (I + 1)¢5? < q/4.
Taking g = 27“" and substituting for I = (n+1)logq and 8 = w(logn)/n, we have that
(14 1)B < n'te for some €. Hence, we require n?(1+€) < ¢/4 or

ne™) — 2

d(l14+¢€) <logg—2 or dgT or d<n°forsomec<]1
€

Hence, the message can be retrieved for “almost” linear circuits f.

Dec(sk, Eval(f,Cq,...,Ck)) = f(p1,...,u) for all u; € {0,1} and C; = Enc(pk, ;)
(4)

To summarize the evalution, we note that AND gates increases error. Therefore, we can
only homomorphically evaluate circuits of depth that are almost linear. Our next aim is to
homomorphically evaluate circuits of arbitrary depth circuits. Gentry introduces an idea
called bootstrapping to make this possible. Even after more than a decade since this idea was
introduced, no one has come up with an alternate idea. As of now, there is all FHE schemes
use bootstrapping. That is how crazy boostrapping is.

4.5 Bootstrapping

We have seen how to evaluate shallow depth circuits. To reach arbitrary depth, we need a
way to control the growth of noise in ciphertexts. This is where bootstrapping comes in.
The core idea is simple: bootstrapping “refreshes” a ciphertext. Suppose we have a
ciphertext C that encrypts a bit u, but the error inside C has grown large. Bootstrapping
takes C as input and produces a new ciphertext C’ that still encrypts p, but with a small,
bounded error. This keeps the encryption usable for further computation.
Refreshing ciphertext: Consider the decryption algorithm

Dec: S xC — {0,1}
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which takes a secret key sk € S and a ciphertext C € C, and outputs the plaintext bit p.
We can view this decryption process as a Boolean circuit f such that

f(BitDecomp(sk), BitDecomp(C)) = Dec(sk,C) = p.

The important thing to note is that, f has no noise in its output: it always produces the
exact bit . Any noise in the ciphertext is absorbed by the logic of the decryption circuit.
Now fix a ciphertext C = Enc(pk, p1). Our goal is to obtain a fresh ciphertext C’ of u with
small error.

If we hardcode BitDecomp(C) into the inputs of f, we get a new circuit fc that depends
only on the secret key bits:

fC(313327~~~73l) = M.

where BitDecomp(sk) = (s1, 82, .-, 1)

To get a fresh encryption of u, we can homomorphically evaluate fc on encryptions of
the secret key bits. In the GSW scheme, an encryption of each bit s; of the secret key is
available as the evaluation key. That is,

ek = (S1,S2,...,S;) where S; = Enc(pk,s;) fori=1,...,1.
We can now homomorphically evaluate the circuit fc on these encrypted bits:
C' = Eval(fc,S1,S2,-..,S)).
From Equation 4, we have that
Dec(sk,C') = fc(s1,...,8) = i

as long as fc¢ has shallow enough depth to be evaluated homomorphically.

Why this works: The depth of f¢ is O(logn), since it essentially computes matrix—vector
products via inner products of [ bit integers, each of which requires O(log!) = O(logn) depth.
Thus, fc can be homomorphically evaluated.

The resulting ciphertext C’ encrypts the same bit u as C, but its error depends only
on the depth of fc and the error in the encrypted secret key bits S; — not on the error in
C. This means that even if C was “noisy but still decryptable,” the bootstrapping process
produces a clean ciphertext C" that can be used for further computations.

Evaluating circuits of arbitrary depth: We can now evaluate circuits of arbitrary
depth by refreshing ciphertexts as needed. After every AND gate, we run the bootstrapping
procedure. As long as the scheme can homomorphically evaluate the decryption circuit (plus
an extra depth for the AND gate), we can build fully homomorphic encryption.

Circular security: A subtlety in this construction is that the evaluation key ek contains
encryptions of the secret key bits. To ensure security, we need to assume that the scheme is
“circular secure”, meaning that it remains CPA secure even when encryptions of the secret
key are part of the public information.

This concludes our construction of the fully homomorphic encryption by Gentry, Sahai
and Waters.

5 Summary
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We now summarize the FHE of Gentry, Sahai and Waters.

Key Generation, KeyGen(1¥) — (pk, ek, sk) :
Choose parameters (n,q,1,x) based on the security parameter 1%.
Fix the matrix

1
Jori
1
G ::= 210:5;71 € Zéx("'H)
1
Jori
Generate:
e & s & zy, and B <& Zflxn.

Public key, pk ::= (B | Bs' + e).
Secret key, sk ::= (—s',1).
Evaluation key, ek ::= (Enc(pk, s1), . . ., Enc(pk, s;)) where s; is i'" bit of sk.

Encryption, Enc(A = pk, u € {0,1}) :
C=RA+uG where R &£ {0, 1}t

Decryption Dec(s = sk, C) :

) {0 if Cs € [-q/4,q/4)!

1 otherwise.

Evaluation, Fval(f,Cy,...,Cy) — ciphertext, where f is a n°-depth boolean circuit:
Eval(Negation, C) ::= G — C.
Eval(AND, Cyq, Cy) ::= BitDecomp(Cy)Cs.

Bootstrapping, Boot(C, ek) — ciphertext:
Let f be the boolean circuit f(BitDecomp(sk), BitDecomp(C)) = Dec(sk,C).

Hardcode C and get the O(log n)-depth circuit fc(BitDecomp(sk)) = Dec(sk,C).
C’ = Eval(fc, ek).

Evaluation, arbitrary depth circuit: Apply bootstrapping after every AND gate.

Security: GSW is CPA-secure under the LWE and circular secure assumption.

RB|Bs' +e)+uG ~ RB|u)+uG < random matrix C
u
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